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YTBEPXJIEHA

IIOCTAHOBJIEHHEM A JIMHUHHCTpALUN
Map€BcKOro MyHULIMIIAIBHOIO OKpyTra
or 16.07.2025 Ne253

Mogaeanb yrpo3 0e301acHOCTH MEPCOHAJBHBIX JAHHBIX NPH UX 00padoTKe B
HHG(OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX AJIMUHUCTPALMH
MapéBckoro MyHUIIMNIAJIBHOIO OKPYIra

1. O01mue moJ10KeHus

1. Hacrosimass Monens yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH HX
o0paboTke B UWH(MOPMAIIMOHHBIX CHUCTEMax IEPCOHANBHBIX AJIMUHHUCTpALIUU
MapéEBCcKOoro MyHUIIMIIATBLHOTO OKpyra (maiee - Mogenb yrpo3) COAEPKUT
CHUCTEMATU3UPOBAHHBIN TepeYeHb yTrpo3 O0€30MaCHOCTH TEPCOHANBHBIX JAaHHBIX
npu ux 00paboTke B MHGOPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX TAHHBIX.

VYTpo3bl 0€30MMacHOCTH MEPCOHAIBHBIX JAHHBIX MOTYT OBITh OOYCIIOBIICHBI
IpPeTHAMEPEHHBIMU WJIM HEMPETHAMEPCHHBIMUA JICUCTBUSMU (PU3NUECKHUX JIUII,
NEUCTBUAMM 3apyO€XHBIX CIELCTyXO WM oOpraHu3aluii (B TOM 4HCIIE
TEPPOPUCTUUECKHUX ), & TAKIKE KPUMUHAIBHBIX IPYNIUPOBOK, CO3AAOLIUX YCIOBUS
(MpennochbUIKK) AJIs HApyIIeHUs 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, KOTOPOE
BT K ylepOy »J>KU3HEHHO BaXHBIX HMHTEPECOB JIMYHOCTH, OOIIECTBA U
rocyJ1apcTBa.

Moaenb yrpo3 COAEp>KUT HMCXOJHBIE JaHHBIE MO yrpo3aM 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX, OOpabaTbiBaeMbIXx B HWH(MOPMAIIMOHHBIX CHCTEMaxX
NEPCOHANBHBIX aHHBIX AJMHHUCTpauuu MapE€BCKOro MyHUUHMIAIBHOTO OKpyra
(manee - UCII/IH), CBA3aHHBIM:

- C IepexBaToM (ChbEMOM) NMEPCOHANBHBIX JAHHBIX MO TEXHUYECKUM KaHalam
C LEJIbI0 UX KOMUPOBAHUS UM HETIPABOMEPHOTO PACHPOCTPAHEHHS;

- C HECAaHKIIMOHUPOBAHHBIM, B TOM uHucie ciydyailHbiM, qoctynom B UCII/IH ¢
LEJIbI0  U3MEHEHHUs, KOMUPOBAaHMS,  HENPABOMEPHOTO  PacCHpOCTPAHCHUS
NIEPCOHAIBHBIX JTaHHBIX WJIM JECTPYKTHUBHBIX Bo3aencTBUM Ha 3nemeHTsl UCII/H
u oOpabaThiBaeMbIX B HHX TEPCOHAIBHBIX JaHHBIX C UCIOJb30BAHUEM
MpPOrpaMMHBIX U MPOrPaMMHO-AMIMAPATHBIX CPEJICTB C LEJIbI0 YHUUTOXEHUS WU
OJIOKMPOBaHUS MEPCOHATBHBIX JTaHHBIX.

2. Hacrosimas Monens yrpo3 pa3padoTaHa B COOTBETCTBHH C:

®enepanbHbiM  3ak0HOM OT 27.07.2006 Ne 152-®3 «O mnepcoHalbHBIX
JNaHHBIX»; MnoctaHoBiieHWeM IIpaBurenscrBa Poccuiickon @enepauuu  OT
01.11.2012 Ne 1119 «OO0 yTBepxkaeHUH TpPeOOBAHMM K 3alIUTE MEPCOHATBHBIX
JAaHHBIX TpU UX 00paboTKe B HWH(POPMAIMOHHBIX CHCTEMaX NEPCOHATbHBIX
JAHHBIX;



0a30BOM MOJIENbI0 Yrpo3 0€30MacHOCTH MNEPCOHAIBbHBIX JaHHBIX MpPU HUX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMAaX MEPCOHABHBIX IAHHBIX, YTBEPKICHHON
denepanbHOM cITyK001 IO TEXHUYECKOMY U SKCTIOPTHOMY KOHTpoJito 15.02.2008;

METOJMKOMN OIpEAESIEHNs aKTyaJbHbIX yIrpo3 0€30MacHOCTH MEPCOHAIBHBIX
JaHHBIX TpU HX 00paboTke B HHPOPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JAHHBIX, yTBEpKIeHHOM DenepaqbHOM  CoyK00il 1O TEXHHUYECKOMY U
3KCOpTHOMY KOHTpouto 15.02.2008.

3. C npumeHenrneM Mojiel yrpo3 peuiaroTes CIEAYIOMNE 3a1aUH:

pa3paboTKa YacCTHBIX MOJIEJel yrpo3 0€e30MacHOCTH MEePCOHATBHBIX TaHHBIX
BkOoHKpeTHbIX MCII[[H ¢ yderoM HX Ha3HAuY€HHUs, YCJIOBUH U OCOOEHHOCTEH
(GYHKUIHOHUPOBAHUS;

ananm3 3amuieHHoctTd WCII[IH or yrpo3 0e30macHOCTH MEepCOHATbHBIX
JAHHBIX B XOJI€ OpraHU3allMM U BBITIOJIHEHUS paboT 1o 00eCleyeHUIo
0€301acCHOCTH NEPCOHANBHBIX JaHHBIX;

pa3paboTKa CHCTEMbI 3allUThl MEPCOHAJIBHBIX JAaHHBIX, OOECIEeYMBaIOLIECH
HEHTpanu3aIuio NpearnoaaraéMbix yrpo3 ¢ UCIOJIb30BaHUEM METOJIOB U CIIOCOO0B
3aIIATHl TEPCOHAJBHBIX JAHHBIX, MPEAYCMOTPEHHBIX JUISI COOTBETCTBYIOLIEIO
kinacca UCIIIx;

IPOBEICHUE  MEPONPHUSATUH,  HANpaBI€HHBIX  HAa  MPEJOTBPALLEHUE
HECAaHKIIMOHUPOBAHHOI'O JIOCTYIA K MEPCOHANIbHBIM JAaHHBIM U (WJIM) TEpeiavu UxX
JU1aM, He UMEIOIIUM TpaBa J0CTyna K TaKoil HHpOpMalny;

HEJIONYILEHUE BO3JeCcTBUS Ha TexHuueckue cpeactsa UCII/IH, B pe3yibTaTe
KOTOPOT'O MOXKET ObITh HAPYIIEHO UX (YHKIIMOHUPOBAHHUE;

KOHTPOJIb 00€creueHusl ypOBHSI 3alIUIIIEHHOCTH MEPCOHANIbHBIX JTAHHBIX.

4. B Hacrose Mojienu yrpo3 HCHOJIb3YIOTCS CIEAYOIINE TOHSITHUS:

0€30MacHOCTh MEPCOHANBHBIX JAHHBIX - COCTOSHUE 3alUIICHHOCTH
NEPCOHAIBHBIX JAaHHBIX, XapaKTepU3yeMOe CIOCOOHOCTHIO IOJb30BaTEIIEH,
TEXHUYECKUX  CpPEeICTB M  MH(MOPMALMOHHBIX  TEXHOJOTMM  o0OecrnevyuThb
KOH(QUACHIINATIBLHOCTD, LEJIOCTHOCTh U JIOCTYITHOCTh MEPCOHANBHBIX JaHHBIX MpPU
ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JTaHHBIX;

OJIOKHpPOBaHUE TEPCOHAIBHBIX JAHHBIX - BPEMEHHOE MpeKpalleHue coopa,
CUCTEMaTHU3ALMH, HAKOILJICHUS, UCIOJb30BAHMS, PACIPOCTPAHEHUSI IEPCOHATIBHBIX
JTAHHBIX, B TOM YUCJIE UX MEpEeAayn;

BpEJAOHOCHAsE  MporpamMma -  OporpaMma, MpeJHa3HauyeHHas s
OCYULIECTBJICHUS! HECAHKIIMOHUPOBAHHOTO JOCTyna H (Wiau) BO3ACHCTBUS Ha
NEPCOHATBLHBIE TaHHbIE WM pecypchbl HH(OOPMAIMOHHONW CUCTEMBI IEPCOHATBHBIX
JAHHBIX;

BCIIOMOTaTEIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMbI TEXHUUYECKUE CPENICTBA
U CUCTEMBbl, HE TpeJHa3HAUCHHbIE U1 Iepeaadyd, OOpabOTKM U XpaHEHUs
NEPCOHAJBHBIX JaHHBIX, YCTAHABJIMBAEMBIE COBMECTHO C TEXHUYECKUMU
CpeICTBAaMHU M CHUCTEMaMH, IMpeJHa3HAuYEHHBIMU i 00pabOTKH MEepCOHAIbHBIX
JaHHBIX, WJIX B TIOMELIECHUSX, B KOTOPBIX YCTAaHOBIEHBI HH(POPMAIIMOHHBIC
CUCTEMBI IIEPCOHAIIbHBIX JIaHHBIX;

JOCTYIl B ONEPAMOHHYIO Cpely KOMIIboTepa (MH(POPMALMOHHON CUCTEMBI
NEPCOHATBHBIX JAHHBIX) - IMOJYYEHHUE BO3MOKHOCTH 3allyCKa Ha BBINOJHEHUE



MITATHBIX KOMaHJ, (QYHKIIHMI, TpOLEayp ONEPaAllMOHHONW CUCTeMbl (YHUYTOXEHUS,
KOMUPOBAHUS, TIEPEMEIICHUsT H T.M.), KCIOJHSAEMBIX (ailioB MPUKIATHBIX
porpamm;

JI0CTyn K HWHGOpPMAlMU - BO3MOXHOCTh TMOJy4YeHHs HH(OpMaLUU U €€
UCTIOJIb30BaHUS;

3amumaeMass uH@opmanus - uHGOpMaWsA, SBIAIOMASCS IMPEIMETOM
COOCTBEHHOCTH U TOAJIEXKAIIas 3alldTeé B COOTBETCTBHHM C TpPEOOBaHUAMU
NPaBOBBIX AaKTOB WM TPeOOBaHUSIMH, YCTAaHABIMBAEMBIMH COOCTBEHHUKOM
uH(popmaIuy;

WHQOPMATUBHBIA CHUTHAT - DJJIEKTPUYECKHUE CHTHAIBI, aKyCTUYECKHE,
AJIEKTPOMATHUTHBIE U ApyTrue (U3NUYecKue MoJs, Mo napaMmerpaM KOTOPhIX MOXKET
ObITh packpbiTa KOH(UACHIMATbHAS WHpOpManus (IepCOHAIbHbIE IaHHbBIE),
oOpabatbiBaemasi B ”HGOPMAIIMOHHON CUCTEME TIEPCOHANIBHBIX TAHHBIX;

uH(OpPMAIIMOHHASI CHUCTEMa TEPCOHATBHBIX JAHHBIX - 3TO MH(POPMAIMOHHAS
CUCTEMa, NPEACTaBIsIOMmas Cco00il COBOKYMHOCTh HEPCOHAJIBHBIX JIAaHHBIX,
colepkamuxcsi B 0a3e JOaHHBIX, a TakKkKe HH(GOPMALMOHHBIX TEXHOJOTHH U
TEXHUYECKUX  CPEJCTB, IMO3BOJISIIOIIMX  OCYHIECTBIATH OOpabOTKy  TakKuX
NEPCOHANBHBIX JAHHBIX C HCHOJB30BAaHHUEM CPEJCTB aBTOMAaTH3allMKd WiIH 0e3
UCTIOJb30BaHUS TAKUX CPEJICTB;

UHGOPMAIIMOHHBIE TEXHOJOTHU - TIPOILECChl, METOJbl TOWCKa, cbopa,
XpaHeHHs, O0O0pabOTKH, NPENOCTaBICHUS, PACIPOCTPAHEHUsS] HMHPOPMALUU U
CTIIOCOOBI OCYIIECTBICHHS TAKUX MPOIECCOB U METOJIOB;

UCTOYHUK yTpo3bl 0Oe30macHOCTH HWHMOpMAuu - CYOBEKT JIOCTYTa,
MaTepUAIbHBIA OOBEKT WIM (PU3UYECKOE SBJICHHUE, SBISIIOUIUECS MPUYUHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH MHGOPMAIIHH;

KOHTpOJIUpYEeMass 30Ha - 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIIOUEHO
HEKOHTpOJIUpyeMoe TNpeObIBaHME COTPYIHHKOB oOIepaTopa, HHBIX JIML U
MIOCTOPOHHMX TPAHCTIOPTHBIX, TEXHUUECKUX U UHBIX MaTePUATBHBIX CPEJICTB;

KOHQUACHIIMAIBHOCTh NEPCOHAIBHBIX JAHHBIX - 00s3aTeNbHOE IS
COOMIOICHNUS OMEepPaTOPOM WM HMHBIM MOJTYYHBIIMM JOCTYyN K TE€PCOHAIbHBIM
JaHHBIM JIUIIOM TpeOOoBaHME HE JOMyCKaTh MX pacHpOCTpaHeHUs 0e3 coryiacus
CyOBeKTa MePCOHANBHBIX JAHHBIX WIH HAJUYUS HHOTO 3aKOHHOTO OCHOBAHUS;

HapyImMTedh Oe30MacHOCTH TMEPCOHANBHBIX MaHHBIX - (DU3MYEcKoe JHIIO,
CIIy4aifHO WM TpeJHAMEPEHHO COBEpIIAroIIee IEHCTBUS, CIEICTBUEM KOTOPBIX
SIBIISIETCSl HapylIeHWe 0e30MacHOCTH TMEePCOHANBHBIX JAHHBIX MPU UX 00paboTKe
TEXHUYECKUMHU CpEeACTBAaMU B HWH(GOPMAIIMOHHBIX CHUCTEMaxX NEPCOHAIbHBIX
JAHHBIX;

HECAaHKIIMOHUPOBAHHBIN HOCTYN (HECAaHKIIMOHUPOBAHHBIC IEUCTBHS) - TOCTYII
K MHGOpMaIlMU WK AEUCTBUSA ¢ MHPOpPMAIMEH, OCYyIIeCTBIsIEMbIE C HApyIIEHUEM
YCTaHOBJICHHBIX TpaB W (WJIM) MpaBUJI JOCTyNa K WHOOpPMAIUU WX JEUCTBUH C
HEll ¢ MpUMEHEHNEeM HITATHBIX CPEJCTB MH()OPMALIMOHHONW CHUCTEMBI UM CPEJICTB,
aQHAJIOTUYHBIX UM T10 CBOUM (DYHKIIMOHAIBHOMY MPEJHA3HAYCHUIO U TEXHUYECKUM
XapaKTepUCTHKAM;

HOCcUTENb MH(pOpMauK - (HU3NYECKOE JUIO0 WIM MATepUAIbHBIM OOBEKT, B
TOM 4ucIe (pu3ndeckoe moje, B KOTOPpOM HHGOpMaIvs HaXOJUT CBOE OTPAKECHHE B



BUJIE CHUMBOJIOB, 00pa3oB, CHUTHAJOB, TEXHUYECKHX pEIIEHUH U MPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEJIINYHH;

nepexBaT HH(OpPMAlLMKU - HENPAaBOMEPHOE IMOJydeHHe HH(pOpMalu C
UCTIOJIb30BAaHUEM TEXHHUECKOTO CpEACTBa, OCYIIECTBISIONIETO OOHapyKEeHHUE,
npueM u 00paboTKy HH()OPMATUBHBIX CUTHAJIOB,;

n0OOYHBIE AIEKTPOMATHUTHBIE M3IYUYEHUS U HABOAKHU - JIEKTPOMArHUTHbBIE
U3ITyYEHHUs] TEXHUYECKUX CpEeACTB 0O0pabOTKHM 3amuinaeMord HH(opmanuu,
BO3HHKAIOIME KaK MOOOYHOE SIBJIEHUE U BbI3BAHHBIC DJIEKTPUUECKUMH CUTHAJIAMHU,
JNEUCTBYIOIIMMU B HMX DJJIGKTPUYECKMX UM MAarHUTHBIX LEMAX, a Takke
AJIEKTPOMATHUTHBIE HABOJKH JTHX CUTHAJIOB Ha TOKONPOBOJISIINE JIMHUM,
KOHCTPYKIMU U LIETIN TUTaHUS;

[0JIb30BaTENNb MHPOPMAIIMOHHON CHUCTEMbI NEPCOHAIBHBIX JAHHBIX - JIMILIO,
y4acTByIoIlee B (PYHKIIMOHUPOBAHUU MH(GOPMALIMOHHON CUCTEMbI NEPCOHAIBHBIX
JAHHBIX UJIM MCTIONb3YIOIIEE PE3YyIbTaThl €€ (PYHKIIMOHUPOBAHUS;

IIPOrPAMMHOE (mporpaMMHO-MaTeMaTU4YECKOE) BO3JCHUCTBUE -
HECAaHKIIMOHUPOBAaHHOE  BO3JIEWCTBHE HA  PECypchl  aBTOMAaTHU3UPOBAHHOMU
UH(OPMAIIMOHHOW CHUCTEMBI, OCYIIECTBIIIEMOE C MCIOJIb30BAHUEM BPEAOHOCHBIX

porpamm;
CpeACTBAa BBIYUCIUTEILHOM TEXHUKH - COBOKYIMHOCTh MpPOTPAMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CUCTEM 00paboTKH JIAaHHBIX, CIIOCOOHBIX

(GyHKIIMOHUPOBATh CAMOCTOSITENILHO UJIM B COCTABE JIPYTUX CUCTEM;

TEXHUYECKUE CPEACTBA MH(POPMAITMOHHOW CUCTEMBI TIEPCOHATBHBIX JTAHHBIX -
CpPelICTBa BBIYUCIUTEIBHOM TEXHUKH, HWHOOPMAIMOHHO - BBIYUCIUTEIIbHbBIC
KOMIUJIEKCBI M CETH, CpEJCTBA M CHUCTEMbl Mepeadyu, MpueMa u 00pabOTKH
NEPCOHATBHBIX JAaHHBIX (CpPEeICcTBAa M CHCTEMbl 3BYKO3AIHCH, 3BYKOYCHJICHUS,
3BYKOBOCTIPOM3BEICHHUS, TIEPETOBOPHBIC M TEJICBU3HOHHBIE YCTPOWUCTBA, CPE/ICTBA
U3TOTOBIICHUS, THUPAKUPOBAHUS JIOKYMEHTOB WM JpPYyrHe TEXHUYECKHE CpEJCTBA
00paboTKH peuyeBOM, TpaduyecKol, BHAEO- U OYKBEeHHO - IudpoBoi
uH(pOpMaIMK), MPOTPAMMHBIE CpEICTBa (OMEPAIIMOHHBIE CHUCTEMBI, CHCTEMBI
ynpaBiieHus 0a3aMu TaHHBIX | T.I1.), CPEICTBA 3aIUTH HHGOPMAIIHH;

TEXHUYECKUH KaHAl yTEUYKH WHOOPMAIIMH - COBOKYITHOCTh HOCHTEIS
uHpopmanmu (cpeactsa 00paOOTKH), (U3MYECKOM Cpebl PacHpoCTpaHEHUS
WH()OPMATUBHOTO CHUTHAjda W CPEACTB, KOTOPBIMU JTOOBIBACTCS 3alIuIiacMast
uH(popmaIus;

yIpo3bl OE30IaCHOCTH TIEPCOHAIBHBIX JAHHBIX - COBOKYIHOCTHh YCIIOBUW H
(GakTopoB, CO3MAIONIMX OMNACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE
CIIy4allHOT0, JIOCTYIa K MEPCOHAIBHBIM JaHHBIM, PE3yJbTaTOM KOTOPOTO MOXKET
CTaTh YHUUTOXKEHUE, N3MEHEHHE, OJIOKUPOBAHNE, KOTUPOBAHKE, PACITPOCTPAHEHUE
MEPCOHATBHBIX JAaHHBIX, a TAK)KE€ MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBHI MPHU HX
00paboTke B MHOOPMAIIMOHHONW CHCTEME TIEPCOHAIBHBIX JJAHHBIX;

YHUYTOXKEHUE TIEPCOHATBHBIX JAHHBIX - JICUCTBUS, B PE3yibTaTe KOTOPBIX
HEBO3MOXXHO  BOCCTAHOBUTH  COJIEp)KaHHWE  TEPCOHAIBHBIX  JAaHHBIX B
WH()OPMAITMOHHONW CHCTEME MEPCOHANBHBIX JAHHBIX WM B PE3YJIbTaTe KOTOPBIX
YHUYTOXAIOTCS MaTepUaTbHBIC HOCUTEH MEPCOHANBHBIX JaHHBIX;

yTeuka (3aliMiiaeMor) HHQOpMaUMd 1O TEXHUYECKUM KaHajaM -



HEKOHTPOJUPYEMOE PACTPOCTPAHEHHE HH(POPMAIMA OT HOCUTENS 3allUIIaeMOn
uHpopMammu  depe3  (PUIMYECKYI0 Cpeay 10 TEXHHYECKOro  CpeiCTBa,
OCYIIECTBJISIONIETO MepexBaT HHPOPMAIIHH;

ySI3BUMOCTh ~ MH(MOPMAITMOHHOW  CHCTEMBI TEPCOHAIBHBIX JAHHBIX -
HEJOCTAaTOK WU Ci1aboe MECTO B CHUCTEMHOM WM TPHUKIATHOM MPOTPAMMHOM
(mporpamMMHO-anmapaTHOM) obecrieueH ABTOMAaTHU3UPOBAHHOM
WH(OOPMAITMOHHOW  CHCTEMBI, KOTOPBIE MOTYT OBITH HCIOJB30BaHBI IS
peanu3aiuu yrpo3bl 0€30MacHOCTH IEPCOHATBHBIX JaHHBIM;

IIEJTOCTHOCTh HWH(OpPMAIMU - COCTOSHHE WH(POPMAIUHA, TPH KOTOPOM
OTCYTCTBYET JIF00O€ €€ H3MEHEHHE JIMOO M3MEHEHHE OCYIIECTBISETCS TOJIBKO
npeaHaMepeHHO CyObeKTaMK, UMEIOIUMH Ha HETro MPaBo.

2. Knaccudukanusi 1 UCXOIHBIN YPOBEHD 3aIUIIEHHOCTH HHHOPMAIIMOHHBIX
CUCTEM MEPCOHANIbHBIX AAaHHBIX AIMUHUCTpauuu MapE€BcKoro
MYHULIMIAIBHOTO OKpYTa

2.1. CoctaB m cojaepkaHue yrpo3 OC30IMAaCHOCTH IIEPCOHAIBHBIX JTaHHBIX
OTIpEIEISIETCS. COBOKYIMHOCTBIO YCIOBHM M (DaKTOPOB, CO3JAIONIUX OIACHOCTh
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE€ CIIy4allHOTro, JOCTymna K MEepPCOHAIbHBIM
naHHbiM. COBOKYMHOCTh TakMX YCIOBUM U (PakTopoB (opMupyercs ¢ ydeTom
xapaktepuctuk ~ WCIIJIH, cBoiicTB  cpenbl  (IyTH)  pacnpocCTpaHEHUs
WH(QOPMATUBHBIX CHUTHAJIOB, COJEpXKAIIUX 3allUIIaeMyr0 HHGOpPMAIUI0, U
BO3MOKHOCTEH UCTOUHUKOB YIPO3bI.

2.2. B 3aBucHUMOCTH OT LieNied U cojep>KaHus OOpabOTKH NEPCOHATbHBIX
JTaHHBIX ocyliecTBisieTcs: ux oopadorka B UCII/IH pa3nuyuHbIX TUIIOB.

2.3. UCI1 1 o6benuHsI0T 0000IEHHBIE XapaKTEePUCTUKH:

no crtpykrype WMCIIJIH: nokaapHble HWH(POPMAIIMOHHBIE CHUCTEMBl U
pacmnpeneneHHble HHPOPMAIIMOHHBIE CHCTEMBI;

M0 HAJIWYUIO MOAKIIOYEHUN K CETAM CBS3M OOINEro TMOJIb30BaHUS W (WJIN)
CeTSIM MEXKIYHAPOTHOTO HWH(POPMAIMOHHOTO OOMEHA: CHCTEMBI, HWMEIOIINe
MOAKJIIOUEHHUS], U CUCTEMBI, HE UMEIOIIUE TTOAKITIOUCHHI;

10 PeKUMY 00paOOTKH MEPCOHANBHBIX TAHHBIX B MHPOPMALMOHHON cUCTEME
MH()OPMAIIMOHHBIE CUCTEMBI: MHOT'OIIOJIb30BATEILCKUE;

[0 pa3rpaHUYCHUIO TMPaB  JOCTyHa  MOJIb30BATEIEH: CHCTEMBI  C
pasrpaHUYCHHUEM TIpaB JOCTYIIA.

Bce texnuueckue cpencra MCII[n Haxoxsarcs B mpexaenax Poccuiickoi
denepanuu.

2.4. B 3aBUCHMOCTH OT TEXHOJIOTHI, COCTaBa U XapaKTEPUCTUK TEXHUYECKUX
cpencte MCIIJIH, a Takke OMACHOCTH pealn3aluu yrpo3 0e30MacHOCTH
NEPCOHANBHBIX  JaHHBIX W  HACTYIUIGHHS  TOCJIEACTBUA B  pe3yibTare
HECAHKIIMOHUPOBAHHOTO Wi chaydaitHoro pgoctyna Bce WCII[H MoxHO
kiaccudumpoBath kKak cienytomntue Tunsl UCIHH:

nokanbHble UCIIJIH, HEe HUMEloIue MOJKIIOUEHHE K CETSIM CBSI3M OOIIEro
MOJIb30BAHUS U (MJIM) CETSIM MEKIyHAPOAHOTO MH(OPMALIMOHHOTO OOMEHA;

pacnpenenennble UCII[IH, He wuMeromuMe NOAKIIOYEHUE K CETSIM CBS3HU
oOmero mnonb30BaHus W (WIM) CETAM MEXIYHApOAHOTO HH(POPMALIMOHHOTO



oOMeHa.

3. Knaccudukanus akTyaTbHBIX yTpo3 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

3.1. BO3MOXHOCTU UCTOYHUKOB yIPO3 OE30MACHOCTH MEPCOHATBHBIX JTAHHBIX
00yCIIOBJIEHBI COBOKYITHOCTBIO CIOCOOOB HECAHKIIMOHHUPOBAHHOTO U  (WJIM)
CIIyyallHOro JOCTyna K TEepCOHaJIbHBIM JIaHHBIM, B pe3yJbTaTe KOTOPOTO
BO3MOXHO HapylleHHe KOHQUIECHIUAIBHOCTH (KOMHUPOBAHUE, HEIMPaBOMEPHOE
pacnpocTpaHeHue), LEJIOCTHOCTH (YHUUTOXKEHUE, HU3MEHEHHE) U JOCTYIHOCTH
(OoxupoBaHKE) MEPCOHATBHBIX TAHHBIX.

VYrpo3za 6e30macHOCTH MEPCOHAIBHBIX JAHHBIX PEaTU3yeTcs B pE3ysbTare
o0pa3oBaHMs KaHAJA peain3alluu Yrpo3bl 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX
MEXKy UCTOUHUKOM YTpO3bl U HOCUTENIEM (MCTOYHUKOM) MEPCOHAIBHBIX JAaHHBIX,
YTO CO3MAeT YCIOBHUS JUIsi HAapyIICHHs OE30MacHOCTH TEPCOHAIBHBIX JTaHHBIX
(HECAaHKIIMOHUPOBAHHBIN MM CIIyYaiHBIA JOCTYII).

3.2. Tlpu 00paboTKe MepCOHANbHBIX naHHbIX B JokambHbIX WCII/IH, HE
UMEIOIIUX MOJKIIOYEHUS K CETAM CBS3M OOIEro MOJIb30BaHUS U (WJIM) CETSIM
MEXAYHApOJHOIO  MH(POPMALMOHHOTO  OOMEHa, BO3MOXHA  peanu3anus
CJIEIYIOLUX YIpo3 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX:

yIPO3bl yTEUKU UH(POPMAITUH 110 TEXHUYECKUM KaHaJIaM;

YIpO3bl HECAHKIIMOHUPOBAHHOTO JIOCTylla K II€PCOHAIBHBIM JTaHHBIM,
o0OpabaTbiBaeMbIM Ha aBTOMAaTU3HUPOBAHHOM pabOyYeM MecTe.

3.3. VYrpo3sl yreuku HHGOPMAIMKM MO TEXHUYECKMM KaHajlaM BKIIIOYAIOT B
ceost:

yTPO3bl YTEUKU aKyCTUUYECKOH (peueBoil) MHpOpMaIuu;

yTPO3bl YTEUKU BUI0BOI MHGMOPMAIIHH;

yIpo3bl yTeUKH HHPOpPMAIMKA TO KaHady MOOOYHBIX BJIEKTPOMATrHUTHBIX
U3JIyYEHUN U HaBOJIOK.

3.4. BO3HUKHOBEHHE Yrpo3 YTEUKH aKyCTHYECKOW (peueBoil) mHpopmanuwu,
coAepKalencss HEMOCPEACTBEHHO B Mpou3HOCUMOW peun nonb3oBarenss MCIT/IH,
BO3MOKHO TMPU HATWYWMU (PYHKIUA TOJOCOBOTO BBOJIA MEPCOHATBHBIX JIaHHBIX B
NUCTIn nnu GyHKIMA BOCIPOU3BEACHUS MEPCOHATBHBIX JAHHBIX aKyCTHYECKUMU
cpeactBamu MCII/IH.

3.5. Peanuzanusi yrpo3sl yT€UKM BUJIOBOM MH(pOpPMAaIMM BO3MOXKHA 3a CUET
IPOCMOTpa UHPOPMAIIMU C TIOMOIIBIO ONTUYECKUX (ONTUKOIIEKTPOHHBIX) CPECTB
C DKpPaHOB JIMCIUIEEB U JIPYTUX CPEACTB OTOOPAKEHUSI CPEACTB BHIYMCIUTEIBHON
TEXHUKHA,  HUHPOPMAIUOHHO-BBIYUCIUTEIBHBIX  KOMIUIEKCOB,  TEXHHYECKHX
cpenctBa 00paboTku rpaduveckoil, Buaeo- u OykBeHHO-IIMGPOBON HH(OpMAaIUH,
Bxosmux B coctaB MCII/IH.

3.6. Yrpo3bl yTeuku uH(OpMaLUK M0 KaHATy TOOOYHBIX 3JE€KTPOMAarHUTHBIX
U3JIyYEHUN U HABOJOK BO3MOKHbBI M3-32 HAJTUYUS DJIEKTPOMArHUTHBIX M3JIyUYEHUM,
B OCHOBHOM, MOHHUTOPA U CUCTEMHOT0 OJIOKa KOMITboTepa. OCHOBHYIO OIACHOCTh
NPEACTABISAIOT YIrpo3bl YTEUKM H3-3a HAIMYUS DJIEKTPOMATHUTHBIX HU3IyYEHUU



MOHHTOPA.

3.7. Yrpo3bl HECAaHKIMOHUPOBAHHOIO JocTyna B JokaibHbIXx WCIIIH
CBSI3aHbl C JIEUCTBUAMM Hapymutened, umerommx goctyn k MCII/H, Bkimrouas
nonb3oBareneit UCII/IH, peanusytomux yrpo3sl HenocpeacrseHHo B UCII/H, a
Takxe HapymuTenei, He umeronux gocryna k UCI/IH, peanusyromux yrpo3sl u3
BHEIIIHUX CETEH CBs3M OOIIEro MOJIb30BaHUS W (WMJIM) CETeH MEeXIyHapOIHOIO
UH(OPMAIIMOHHOTO OOMEHa.

3.8. ¥Yrpo3el HecankuuoHupoBaHHoro aocryna B MCII[H, cBs3aHHbIE C
nercTBUsIMU HapyiuTese, umeroniux goctyn k UCIIJIH, BkitodaroT B ce0s:

yIpo3bl, peau3yeMble B XOJE 3arpy3kd ONEpPallMOHHOM CHUCTEMBbI U
HaIpaBJICHHbIE Ha IMepexBaT Napojed WM HACHTUPUKATOPOB, MOAUPUKALIIIO
0a3oBoii cuctembl BBoJa/BbiBoAa (BIOS), mepexBat ynpapieHus 3arpy3Kou;

yIpO3bl, pe€aju3yeMble TMOCJ€ 3arpy3Kd OIEpPalOHHOW CHUCTEMBl U
HaIIPABJICHHBIC HA BBIITOJIHEHUE HECAHKIIMOHUPOBAHHOI'O JOCTYIIA C IPUMEHEHUEM
CTaHAApTHBIX  (yHKOWK  (YHUYTOKEHHE,  KOMHUPOBAaHWE,  IMEpEeMEIIeHHE,
dbopmatupoBanue HocuTeneld WHGOPMAIIMU U T.I.) ONEPAIIMOHHONW CUCTEMBI WJTU
KaKOW-TMOO0 TPUKIAIHOW MpOrpamMMbl (HAIIpUMeEpP, CUCTEMBI YIIpaBieHUs OazaMu
JAQHHBIX), C TPUMEHEHHEM CHEIUaIbHO CO3JaHHbIX s BbinosHeHuss HC]I
nporpaMm (TIporpaMM MpPOCMOTpPa U MOJU(PUKAIIMU peecTpa, MOUCKAa TEKCTOB B
TEKCTOBBIX (pailax u T.I1.);

YIpO3bl BHEAPEHUS BPEAOHOCHBIX TPOTPAMM.

3.9. VYrpo3bl HECaHKIIMOHUPOBAHHOTO noctyna B JokainbHbiX WCIIIH
BKJIFOYAIOT B CeO:

yIpo3bl «AHallh3a ceTeBOro Tpaduka» C IMepexBaToOM IMepeaaBacMoil 1o
JIOKaJNbHOU ceTH MH(pOpMaIuy;

YI'PO3bl BBISIBJICHUS MTAPOJIEH;

YIPO3bl YIAIEHHOIO 3aIlyCKa MPUIOKECHUN;

YIPO3bl BHEAPEHUS 10 CETU BPEJOHOCHBIX NPOTPaAMM.

4. Yrpo3bl yTeuku UH(POpPMALIUK IO TEXHUUYECKUM KaHajlaM

4.1. OCHOBHBIMHM 3JIEMEHTAMU ONMCAHUS Yrpo3 YTE€UKH HH(OpMAUU IO
TEXHUYECKUM  KaHajlaM  SBJISIOTCS: MCTOYHHUK  yrpo3bl, cpena  (IyTh)
pacnpocTpaHeHuss HMHQOPMATUBHOIO CHUTHajJa W  HOCUTENb  3alllMIIaeMOU
uH(popMaIuu.

4.2. VcToyHMKamMu yrpo3 yTe4kd HHGPOPMALMM IO TEXHUYECKUM KaHaJlam
ABIAIOTCA  (u3nmdeckue auna, He umeromme npoctyna k HWCIIJIH, a Taxke
3apyOexHbIe CHELCTyKObl WM OpraHu3aluu (B TOM YHUCIIE KOHKYPUPYIOILKE WIN
TEPPOPUCTUYUECKHE), KPUMHUHAIbHBIE T'PYNIUPOBKH, OCYLIECTBIISIOIINE IEpeXBatT
(creM) MH(pOpPMALIUK C HUCIIOJIB30BAHUEM TEXHUYECKUX CPEJICTB €€ PEerucTpalluu,
npuema i pororpadupoBaHus.

4.3. Tlpu obpabotke nmepcoHanbHbIX qaHHbIX B MICIIJIH 3a cuer peanmu3anuu
TEXHUYECKUX KaHAJIOB YTE€YKM HMHGPOpPMAIMM BO3MOXKHO BO3HMKHOBEHHE
CJIEIYIOIIUX YIpo3 0€30M1aCHOCTH NEPCOHATBHBIX JaHHBIX:

yIPO3bl YTEUKH aKyCTUYECKOH (peueBoil) HHpOpMaLnu;

yIpO3bl YTEUKU BUJI0BON MH(POPMALIHH;



yrpo3 yTeuku HWH(OOpMAIMU MO KaHajaM TOOOYHBIX 3JIEKTPOMArHUTHBIX
V3JIy4YCHUH U HABOJOK.

4.4. BO3HUKHOBEHHE yTIPO3 YTEUKU aKyCTHYECKOH (peueBoil) mHpOpMaIINH,
cojiepKaIeicss HemOCPEACTBEHHO B MPOM3HOCUMOM peun moss3oBarens MCII/IH,
BO3MOKHO NPU HATWYUH (PYHKUIHUNA TOJIOCOBOTO BBOJA MEPCOHATBHBIX JAHHBIX B
NCITAH nan GyHKIMI BOCIPOU3BEAEHUS EPCOHANBHBIX JAHHBIX aKyCTHYECKUMU
cpeactBamu MCII/IH.

4.5. IlepexBar akycTH4ecKoM (peueBoil) HHQPOpMAIUU BO3MOXKEH C
UCIIOJIb30BAaHUEM alllapaTypbl, PETUCTPUPYIOLIEH aKycTUYeCKHe (B BO3IyXe) U
BUOpOaKycTuueckue (B YIpyrux cpeiax) BOJHBI, @ TaKKe AJIEKTPOMarHuTHBIE (B
TOM YHCJI€ ONITUYECKHE) U3TYyUEHHUS U AJIEKTPUUECKUE CUTHANIBI, MOIYJIMPOBaHHBIC
UHQOPMATUBHBIM ~ AaKYCTUYECKMM  CUTHAJIOM,  BO3HHMKAKOIIHE 32  CYeT
npeo0pa3oBaHUil B TEXHUYECKUX CPENICTBaX O0OpPaOOTKH MEPCOHATBHBIX JaHHBIX,
BCIIOMOTATEIbHBIX TEXHUYECKUX CPEIACTBAX M CHCTEMAX U CTPOUTEIBHBIX
KOHCTPYKIUSX U WHKEHEPHO-TEXHUYECKHX KOMMYHHUKAIMSAX IOJ BO3JEHCTBUEM
AKyCTHYECKHX BOJIH.

[lepexBar akycTuueckod (pedyeBoil) uH(OpPMAIUKM TaKXKEe BO3MOXKEH C
UCIIOJIb30BAHUEM  CHEUUAIbHBIX JJIEKTPOHHBIX YCTPOMCTB CbhEMa pPEUEBOMU
uH(pOpMaIMi, BHEJPEHHBIX B TEXHUYECKHE CpeacTBa 0OpabOTKH NEpCOHATbHBIX
JAHHBIX, BCIOMOTaTeIbHbIE TEXHUYECKHE CPEICTBA U CUCTEMBI U MOMEUIEHUS WU
NOJIKJIIOYEHHBIX K KaHaJlaM CBSI3U.

4.6. B UCII[IH ¢yHKIMU ToJIOCOBOIO BBOJIA MEPCOHATBHBIX JAHHBIX WIIU
(GyHKUIMH BOCTIPOM3BE/ICHUS MEPCOHATBHBIX JAHHBIX aKyCTUUYECKHUMH CPEICTBAMHU
OTCYTCTBYIOT. BEpOSITHOCTh peasiv3aliii yrpo3bl yTeUKH aKyCTHYECKOU (peueBoii)
uH(dOpMaINHU ONpeiesieHa KaKk MaJIOBEPOsITHAS,, BO3MOKHOCTh pealn3alliid Yrpo3bl
SIBJISIETCA HU3KOM, MOKAa3aTellb OMACHOCTH YIPO3bl - HEAKTyaIbHasl.

4.7. Yrpo3sl yTeukd BUAOBONW HHGOPMAIIMK PEATTU3YIOTCS 32 CUET MPOCMOTpa
MEePCOHAIBHBIX IAHHBIX C TOMOIIBIO ONTUYECKUX (ONMTHKOAIEKTPOHHBIX) CPEJCTB C
DKPAHOB JHCIUICEB U APYTHX CPEACTB OTOOPAKEHHUS CPEICTB BBIUYMUCIUTEIBHON
TEXHUKHU, UHPOPMAIIMOHHO -BBIUUCIUTEIIbHBIX KOMIUIEKCOB, TEXHUUYECKUX CPEJICTB
00paboTKH rpauyeckoi, BUeo- U OyKBEHHO-IM(POBOM HHPOPMALIUH, BXOISIIHUX
B coctaB UCII/IH.

[TpocmoTp (peructpanusi) NEPCOHATBHBIX JAHHBIX TAaKXE BO3MOXEH C
UCIIOJIb30BAaHUEM CIIELHUAIBHBIX 3JIEKTPOHHBIX YCTPOMCTB ChEMa, BHEAPEHHBIX B
CIIy’KEOHBIX MOMEIICHUSIX WU CKPBITHO HCIOJb3YEMBIX (DU3NYECKUMU JULAMU
IIPU MOCEUIEHUU UMU CITYKEOHBIX TOMEIICHH.

Paboune mecta monws3oBateneit MCIIJIH opranu3oBaHbl TakuM o0O0pa3zoM,
9TOOBl OBIJT HCKIIOYEH CIIy4alHBIi TPOCMOTp UHGOpPMAIMM C 9SKPaHOB
ABTOMATU3UPOBAHHBIX PAOOYUX MECT.

4.8. BeposTHOCTH peasiM3aluu  yrpo3bl YTEUKH BUIOBOW HHGPOPMAIINH
omnpe/ielieHa KaK HU3Kas, BO3MOXKHOCTb PEalM3allii yIPO3bl SIBIAETCS CPEIHEH,
NIOKAa3aTellb OIACHOCTH YI'PO3bI - aKTyaJIbHAas.

4.9. BO3HUMKHOBEHUE Yrpo3bl yTEUKH MH(OpMALUM MO KaHajiaM MOOOYHBIX
ANIEKTPOMATHUTHBIX M3JIyYEHUH U HaBOJOK BO3MOXXHO 3a CUET IIepexBara
TEXHUYECKUMU  CPEACTBAMH  MOOOYHBIX (HE  CBSI3aHHBIX C  MPSAMbBIM



dbyHKuMOHANBHBIM ~ 3HaueHueM  siemeHTtoB  WCII[lH)  uHpOpMAaTUBHBIX
AJIEKTPOMArHUTHBIX IIOJIEA W DJEKTPUYECKUX CUTHAJIOB, BO3HUKAIOIIHUX IIPU
00paboTKe MepCOHANBHBIX JaHHBIX TeXHUuYecKkuMu cpeactBamu MCII/IH.

Bce nsnementst UCII[IH HaxomadaTrcss BHYTPU KOHTPOJUPYEMOUM 30HBI Ha
JOCTaTOYHOM PACCTOSIHUU OT €€ TpaHull. MHpopMaTHBHBIA CHUTHAN B KaHajax
MOOOYHBIX AJIEKTPOMATHUTHBIX HW3JIyYEHUUW M HABOJIOK COBPEMEHHBIX CPEJICTB
BBIYHCIIUTEILHOM TEXHUKH OYE€Hb HU30K, U OH MACKUPYETCSI MHOKECTBOM JIPYTUX
U3ITyYeHU OT aBTOMAaTU3UPOBAHHBIX pabounx Mect, He cocTosimmx B MCII/IH, a
TaK)Ke OT MPOYMX ANEMEHTOB COBPEMEHHON MH(OPMAIIMOHHON HHPACTPYKTYPHI.

4.10. BeposTHOCTh peanu3aluy yrpo3bl YTeUKH HMHGOPMALMK MO KaHaJlam
NOOOYHBIX AJIEKTPOMArHUTHBIX M3IYyYEHUH W HABOJOK ONpelesieHa Kak
MaJIOBEpOSTHAsA, BO3MOXXHOCTh peajin3allii yIpo3bl SBISETCS HU3KOM, MOKA3aTelb
ONACHOCTH yTPO3bl - HEAKTYaJIbHASI.

4.11. OO6o6menHas wuHbOpMANKS TO yrpo3aM yTEUYKH HUHOOpPMAIUU TI0
TEXHUYECKUM KaHallaMm mpeacrtaBiieHa B [lpunoxenun 1 k Hacrosmeid Moaenu

yTpo3.

5. Yrpo3bl HECAaHKITMOHUPOBAHHOTO JOCTYMAa K HH(popManuu B
MH(POPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX AJMUHUCTPALIUU
Mapé€BCKOro MyHUIIMIIAIBLHOTO OKpyra B M”H(OPMAIIMOHHO-
TEJIEKOMMYHUKAIMOHHOU ceT «IHTEpHET»

5.1. Yrpo3sl HecankimonupoBanHoro nocryna B MCIIJIH ¢ npumeHeHnem
NpPOrpaMMHBIX M  IPOrPAMMHO-AIIMAPATHBIX  CPEICTB  PEANU3YIOTCS  IpHU
OCYILIECTBIIEHUN HECAHKIIMOHMUPOBAHHOTO, B TOM YHUCJE CIYy4YaillHOrO, JOCTYyIla, B
pe3yibTaTe KOTOPOrOo  OCYIIECTBISIETCS HapylleHHe KOHQPUICHIIUATHHOCTH
(KkomMpoOBaHWE,  HECAHKIIMOHMPOBAHHOE  PACIPOCTPAHEHHUE),  IEIOCTHOCTH
(YHUYTOXXEHHUE, HW3MEHEHHE) W JOCTYMHOCTH (OJIOKMpOBaHWE) MEPCOHATBHBIX
JMIAaHHBIX, U BKJIIIOYAIOT B CE0S:

yIrpo3bl J0ocTyna (IPOHMKHOBEHMS) B ONEPAlMOHHYIO CPEly KOMIIBIOTEpA C
MCIIOJIb30BaHUEM IIITATHOTO IPOrPaMMHOI0 o0ecrieueHus (CpeACTB ONepaluoOHHON
CHUCTEMBbI UJIM MIPUKIIAJIHBIX TPOTrpaMM OOIIEro NPUMEHEHU);

yIpo3bl  CO3J@aHUs  HEMTAaTHBIX  PEXUMOB  pabOThl  MPOTPaMMHBIX
(mporpaMMHO-anmapaTHbIX) CPEACTB 3a CYET MPEeJHAMEPEHHBIX H3MEHEHUMN
CITY’K€OHBIX JTaHHBIX, UTHOPUPOBAHUS MPEAYCMOTPEHHBIX B IITATHBIX YCIOBHUAX
OTPAaHUYCHHMM HA COCTaB W XapaKTepUCTHKU oOpabaThiBaeMoW WHGOpMAIIUU,
UCKakeHUs (MoaudUKaINK) cCaMUX JaHHBIX U T.IL.;

yIpO3bl BHEJPEHUS BPEAOHOCHBIX MporpamMm (IIporpaMMHO-MaTeMaTUYECKOTO
BO3JICHCTBUS);

KOMOMHUPOBAHHBIE YTPO3bI, MPEJCTABIAIOININE COOOM COYETaHUE YIpo3,
YKa3aHHbBIX B MOAMYHKTax | - 3 HACTOAIIEro MyHKTA.

5.2. VcTtounnkamu yrpo3 HecaHKIMoHUpoBaHHOTrO noctyna B UCII[In moryT
OBITh:

HapYIIUTENb;

HOCHUTEJb BPEJIOHOCHOUM MpOrpamMMBbl;

amnmnapaTHas 3aKJaJiKa.



5.3. Tlo Hanumuuio 1paBa NOCTOSIHHOTO WJIM Pa3oBOro J0CTyna B
KoHTposrpyemyto 300y UCIT/IH HapymuTenu noapa3iensitoTcsl Ha J1Ba TUMA:

HapymuTenu, He uMmeromue aoctyna k MCIIJIH, peanusyromine yrpo3bl U3
BHEIIIHUX CETEH CBS3M OOIIEro MOJIb30BaHUS U (WMJIM) CETe MEXIYyHapOIHOIO
MH(OPMAIMOHHOIO 0OMEHA, - BHEIIHUE HAPYILIUTEINH;

Hapymmrenu, wMeromue poctyn k  MCII[IH, Bxkimrodas mnosb3oBaTenen
NCII/[H, peamusyromme yrpossl HenocpeactBeHHo B MCII/IH, - BHyTpeHHHE
HAPYIIUTEIIH.

5.4. HocureneM BpeIOHOCHOM MpOrpaMMbl MOKET ObITh amnmnapaTHbIN
AJIEMEHT KOMIIbIOTEpa WM TporpaMMHBIM KoHTelHep. Ecnu BpemoHocHas
nporpaMma He acCOIMUPYETCS C KaKOW-TMOO MPUKIAJHOM MporpaMMoi, TO B
KAueCTBE €€ HOCUTENS PacCMaTpUBAIOTCS:

OTYYXKITAaeMbIi HOCHUTEIIb, TO €CTh JucKeTa, ontuueckuid auck (CD-R, CD-
RW), dmir-namMsarts, 0T4yK1aeMblid dKECTKUM TUCK U T.I1.;

BCTPOCHHBIE HOCHUTENW WHGOpMAIMK (KECTKUE JUCKH, MHUKPOCXEMBI
ONEpPaTUBHOM MaMsITH, IIPOILIECCOP, MUKPOCXEMbI CUCTEMHOM MIAThl, MUKPOCXEMBbI
YCTPOMCTB, BCTPAMBAEMbIX B CUCTEMHBIN OJIOK: BUJI€OaJanTepa, CETEBOM IJIATHI,
3BYKOBOW TIIAThl, MOJIEMa, yCTPOWCTB BBOJA/BHIBOJIa MArHUTHBIX KECTKUX U
ONTUYECKUX IUCKOB, OJOKa MUTAaHUSI U T.Ml., MUKPOCXEMBI MPSIMOrO IOCTyMa K
naMsITH, IIWH Mepeladn JaHHbIX, TOPTOB BBOA/BBIBO/IA);

MHUKPOCXEMbl BHEIIHUX YCTPONUCTB (MOHHMTOpA, KIJAaBUATypbl, MPUHTEPA,
MojieMa, CKaHepa | T.I1.).

5.5. Ecnu BpemoHocHas mporpaMma acCOIMUPYETCS ¢ KaKOW-THu0o
NPUKJIAAHON TPOrpaMMoi, ¢ (aillaMu, UMEIOIMMHU ONPEEICHHbIE PACIIUPEHUS
WIM WHBbIE aTpuOyThl, C COOOIECHUSIMH, TepeJaBaeMbIMU [0 CETH, TO €€
HOCUTEJISIMU SIBJISTFOTCSI:

MaKeThl TIEPe/IaBaeMbIX TI0 KOMIIBIOTEPHOM CETU COOOIICHUH;

¢aiinbl (TEKCTOBBIC, rpadudecKre, UCTIOTHAEMbIE U T.J1.).

5.6. ITpuunnamu Bo3HukHOBeHuUs ysi3Bumocted UCII/H aBmstorest:

OIMUOKH TIPH MPOCKTUPOBAHUH U Pa3pabOTKe MPOrpaMMHOTrO (TIpOrpaMMHO-
arrmapaTHoOro) ooecrneyeHus;

npeJHaMEpPEHHbIC  JICUCTBUA 1O BHECEHHUIO  YSI3BUMOCTEH B  XOJIe
IPOEKTUPOBAHUS U pa3padOTKU MPOTPaMMHOIO (MPOrpaMMHO-aNNapaTHOro)
oOecreueHus;

HETMPaBWIbHBIE HACTPOWKH MPOTPAMMHOI0 OOECIECUCHHs, HEIMpaBOMEpHOE
U3MEHEHHE PEeKUMOB PaOOThI YCTPOUCTB U MPOTrpaMM;

HECAaHKIIMOHUPOBAHHOE BHEJIPEHUE U HCIIOJIb30BAHWE HEYUYTEHHBIX MPOrpamMm
C TMOCJEIyIOUMM HEOOOCHOBAHHBIM PAaCXOJIOBAaHUEM PpECypcoB (3arpyska
MPOIIECCOPA, 3aXBaT ONEPATUBHOM MMAMSITH U MaMITH HA BHEIIIHUX HOCHUTEIISIX);

BHEJIDEHHE  BPEIOHOCHBIX  MIpPOrpaMM, CO3JAIOIIMX  YSI3BUMOCTH B
IPOrPAaMMHOM M MPOTPAMMHO-AMNMapaTHOM 00€CTICUeHUN;

HECAHKIIMOHUPOBAHHbIC  HEYMBIIUICHHbIE  JEHUCTBHUS  IOJb30BaTENEH,
MPUBOJSILIME K BOSBHUKHOBEHUIO YSI3BUMOCTEH;

coon B paboTe ammapaTHOTO M MPOTPaMMHOr0 oOecrieueHusi (BbI3BaHHBIE
cOOSIMU B DJEKTPONUTAHUM, BBIXOJOM U3 CTPOsl allapaTHBIX »>JIEMEHTOB B



pe3yJibTaTe CTapeHUs] U CHIDKEHUS HAJIKHOCTHU, BHEUIHUMH BO3JEHCTBUSIMHU
AJIEKTPOMArHUTHBIX MOJIE TEXHUYECKUX YCTPOUCTB U JIp.).

5.7. ¥Yrpo3el goctyna (IPOHHMKHOBEHHMSI) B  ONEPAIMOHHYIO Cpelry
KOMIIBIOTEpa M HECAHKIIMOHHUPOBAHHOTO JIOCTyNa K MEPCOHAIBHBIM JaHHBIM
CBSI3aHBI C JOCTYTIOM:

K MHOpPMALIMKM ¥ KOMaHJlaM, XpaHsAIIMMcsl B 0a30BOIl cucTeMe BBOJA/BbIBOIA
(BIOS) MWCII/lH, c BO3MOXHOCTBIO TME€pexBaTa yHOpaBICHUS 3arpy3Kou
ONEPALIMOHHOM CUCTEMBI U MOJYYEHUEM TTPAB JOBEPEHHOTO MOIb30BATEIS;

B OIEPAIIMOHHYIO Cpely, TO €CTh B cpeay (DYHKIMOHUPOBAHUS JIOKAJIbLHOU
ONEPALIMOHHON CHCTEMBI OTIEJIbHOTO TexHuyeckoro cpeactsa UCII[n c
BO3MOKHOCTBIO BBITIOJIHEHUSI HECAHKIIMOHMPOBAHHOTO JOCTyNa ITyTEM BBI30BA
IITATHBIX MPOTrpaMM OINEPALMOHHOM CHUCTEMBl WJIH 3alyCcka CIHEHHAIBHO
pa3pabOTaHHBIX MPOTPAMM, PEATU3YIOIINX TaKUE JIEHCTBUS,

B cpeny GYHKIMOHUPOBAHUS TPUKIAAHBIX MporpamMM (Hampumep, K
JIOKAJIBbHOW CHCTEME yIpaBiieHHs 0a3aMu TaHHBIX ),

HEMOCPEJICTBEHHO K uWHGOpMaIu Tmosib3oBaTens (K (aitiaMm, TEKCTOBOM,
aynuo- u rpadudeckoil mHGOPMAIMH, TOJISIM U 3aIUCSAM B JJIEKTPOHHBIX 0a3zax
JAHHBIX) ¥ OOYCIIOBJICHBI BO3MOXXHOCTHIO HAPYIICHUS €€ KOH(MUICHIIMATHHOCTH,
LEJIOCTHOCTH U JOCTYITHOCTH.

5.8. B cnyuae ecniu WCIIJIH peanu3oBaHa Ha 0asze JIOKaJIbHOU WU
pacrpeneneHHoN UHGOPMAIMOHHON CUCTEMBI, TO B HEH MOTYT OBITh PEaTu30BaHbI
yrpo3bl  0€30MacHOCTH HH(pOpMAIMKM TyTEM HUCIIOJB30BaHUS MPOTOKOJIOB
MEXCEeTeBOro  B3aumojehctBus. [lpu  3ToM  MokeT — oOecrieunBaThCs
HECAHKIMOHUPOBAHHBIA JTIOCTYN K MEPCOHAJIbHBIM JAHHBIM WJIM PEATU30BBIBATHCS
yrpo3a oTkaza B oOciayxuBanud. OcobeHHo omacHbl yrposbl, korma MCIIIx
NpencTaBIsgeT  co0OMl  pacmpelneleHHYy0  MHQOPMAIMOHHYIO  CHCTEMY,
MOJIKJIIOYCHHYIO K CETSAM OOIIETO MOJIb30BaHUS U (MJIH) CETSAM MEXKIYHAPOIHOTO
UH(OPMAITMOHHOTO 0OMEHa.

5.9. IlporpamMMHO-MaTEMaTHYECKOE BO3JCUCTBUE - OSTO BO3JACHCTBUE C
MOMOIIBIO BPEIOHOCHBIX MPOrPamMM.

[IporpaMmMoii ¢ MOTEHIIMATBHO OMACHBIMU MOCHEACTBUSMHU WM BPEAOHOCHOM
NporpaMMOi Ha3bIBAIOT HEKOTOPYHD CaMOCTOSATENIbHYIO Mporpammy (Habop
WHCTPYKIIMIT), KOTOpasi CIOCOOHA BBIMOJHATH JHO00€ HEMyCcTOe MOAMHOKECTBO
CIeAYIOIUX (PYHKIIHM:

CKpBIBaTh TIPU3HAKM CBOEr0 TPHUCYTCTBUS B MPOrpPaMMHOM  cpefe
KOMIIBIOTEPA;

o0nagaTh CIOCOOHOCTHIO K CamMoOIyOJMpPOBaHUIO, aCCOLMHPOBAHUIO ce0s C
JPYTUMU TIpOrpaMMamMu U (UJK) MEPeHoCy CBOMX (parMeHTOB B MHBIE 00JIacTH
ONEPAaTUBHOW WJIM BHEIIHEH TaMSTH;

pazpymiarh (MCKaxaTh MPOW3BOJIBHBIM 00Opa3oM) KOJ MporpaMM B
ONEPaTUBHOU MMAMSTH;

BBIMIOIHATh ~ 0€3 ~ MHUUMUPOBAHMS  CO  CTOPOHBI  MOJIb30BATENs
(MOJIb30BATENBCKOM  MporpaMMbl B IITAaTHOM PEKHUME €€  BBIIOJIHEHUS)
JNECTPYKTUBHBIE PYHKIMH (KOMMMPOBAHUE, YHUUTOKEHUE, OJIOKUPOBAHUE U T.I1.);

COXpaHsTh (PparMeHThl MHGOPMAILIUU U3 ONEPATUBHOMN MaMITH B HEKOTOPBIX



00JacTsAX BHENIHEHW MaMsITH MPSIMOTO JIOCTYMA (JTOKAIbHBIX HIIN yAAJIEHHBIX);

UCKaXaTb MPOU3BOJIBHBIM 00pa3oM, OJOKHpOBaTh M (MJIM) THOJMEHSThH
BBIBOJIMMBIM BO BHELIHIOIO MaMATh WM B KaHajl CBSI3M MaccuB HH(OpMalUH,
oOpa3oBaBIIMiiCA B pe3ylbTaTe padOThl MNPUKIAAHBIX MPOrpaMM, WIH YKe
HaXO/SIIMECs BO BHEIIHEH MaMsITH MacCUBBI TaHHBIX.

5.10. O6oOmeHHass wuH(OpMaLUs 0O YIrpo3aM HECAHKIIMOHHUPOBAHHOTO
aoctyna K uH(opManud B MHGOPMAIMOHHON CHCTEME MEePCOHANBHBIX JTaHHBIX
npeacrasieHa B [Ipwioxennn 2 k HacTosuien Moaenu yrpos.



[Tpunoxenue Ne 1

K Mojenu yrpo3 06e30macHOCTH
MIEPCOHATBHBIX JAHHBIX MTPH KX
00paboTke B MHOOPMAIIMOHHBIX
CUCTEMAaX MEePCOHANBHBIX JTAHHBIX
AnmuHucTpanuu MapéBckoro
MYHUITUTIATFHOTO OKpyTa

O060061menne nHGOPMAIINH TT0 YTPo3aM yTEUKH HHPOPMAITHH
110 TEXHHYECKUM KaHaJIaM

HaunmenoBanune | Bepostaocts | BosmoxHoc | OnmacHoc | AKTyaslbHOC Meps! o
yYIpO3bl peanu3auuu Tb Tb Th YyIPO3bl | IPOTUBOJECHCTB
YIpO3bl peavzaluy | Yrpo3bl U0 yTpo3e
YTPO3bl
Yrpo3bl yTeuku HHOOPMALIMK IO TEXHUYECKUM KaHajlaM
Yrpo3sl yreuku | ManosepostH | Huskas Cpennsis | Heaktyansn | He tpeOyercs
aKyCTHYECKOH as as
uHhopMauu
Yrpo3el yreuku | Huzkas Cpennsis Cpennsis | AktyansHas | [Topsamok
BUJIOBOM oOpatieHuss  co
uHpopmarun CITy>KeOHOM
uHpopmanuei
OTPaHUYEHHOTO
Joctyna
VYrpo3el yreuku | ManoseposarH | Huzkas Cpennsis | Heakryansn | He TpeGyercs
uHpOpMaLIUU TIO | ast ast
KaHaJlaM
MOOOYHBIX
3JIEKTPOMArHUTH
bIX U3IIy4CHUU U
HAaBOJOK




[Tpunoxenue Ne 2

K Mojienu yrpo3 6e30macHOCTH
MEePCOHAIBHBIX JIAHHBIX TIPU UX
00paboTke B MHGOPMAIIMOHHBIX
CUCTEMAX MEPCOHAIBHBIX TAHHBIX
AnmuHucTpanuu MapéBckoro
MYHULIMIAIBHOTO OKpYTa

O0600menne nHGOPMAIIHH 110 YTPo3aM HECAHKIIMOHUPOBAHHOTO JIOCTYTA K
uHdopmaIuu B ”HOOPMAITMOHHON CHCTEME MTEPCOHANIBHBIX JIAHHBIX

HaumenoBanue | BeposarHoct | Bo3zmoxkHo | OmacHoc | AKTyallbHOC Mepsl 1o
yTPO3bl b CThb Tb Tb YTPO3bI IIPOTUBOEHCTBU
pealM3alMy | peanusany | yrposbl 10 yIpo3e
YIPO3BI U YTPO3bI
YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTA K MHPOPMALIMU B HHOOPMAIIMOHHON CHCTEME
Yrpossl, Huskas Cpennss Cpennsas | AkryanbHas | [Ipumenenuit
peanusyemble B ceptuduurpoBan
X0e  3arpysku HBIX CPEICTB
ONepauoOHHON 3aIIATHI
CUCTEMBI UHpOpPMALUU  OT
HECaHKI[MOHUPOB
AaHHOTO J0CTyIa
Yrpo3sl Huskas Cpennsist Cpennss | AkryanbHast | [IpumeHenwuit
peanusyemsble CepTUPHULIHUPOBAH
Iociie  3arpyskKu HBIX CPENCTB
OIEPALIMOHHON 3aILUTHI
CUCTEMBI uHboOpMaluu  OT
HECaHKI[MOHUPOB
aHHOTO JI0CTyIIa,
MHCTPYKLUSA
I10JIb30BATEI
UH(POPMALIMOHHO
51 CHUCTEMBI
[IEPCOHAIIBHBIX
JTAHHBIX
Yrpo3sl Huskas Cpennsist Cpennsas | AkryanbHas | [Ipumenenuit
BHEJIPEHUS ceptuduurpoBan
BPEIOHOCHBIX HBIX CPEICTB
Iporpamm 3aIUTHI
UHpOpPMALUU  OT
HECaHKI[MOHUPOB
aHHOIO JOCTYIIa,
AHTUBHUPYCHOTO
IIPOrpaMMHOTI0




obecneueHus

Yrpo3sl
«aHanm3a
CETEeBOTO
Tpadukay

Marnoseposrt
Has

Cpennsis

Cpennsis

Heakryanbn
ast

He Tpebyercs

Yrpo3sl
BBISIBIICHUS
naposeun

Huzkas

Cpennsis

Cpennsis

AKTyanbHast

[Ipumenenue
CepTUPHUIUPOBAH
HBIX CpEenCTB
3aIUTHI
uHopMaIuu  OT
HECaHKIIMOHUPOB
aHHOTO JIOCTyTIA,
UHCTPYKITUS
MOJIb30BATEIS
UH(POPMALIMOHHO
171 CHUCTEMBI
NePCOHATBHBIX
JTAHHBIX

Yrpo3bl
YAaIEHHOTO
3aIycka
MPUITOKEHUN

Huzkasg

Cpenusis

Cpennsis

AKTyanbpHas

[Ipumenenue
ceptudurpoBan
HBIX CpeAcTB
3aIUTHI
UHPOpPMALIUU  OT
HECaHKIIMOHUPOB
aHHOTO JIOCTYTIA,
UHCTPYKIHUS
MIOJIb30BATEIIS
HH()OPMAITMOHHO
171 CHCTEMBI
MEePCOHAITBHBIX
JTAHHBIX,
UHCTPYKIUS
aJIMHHHCTpATOPa
HH()OPMAITMOHHO
171 CHCTEMBI
MEPCOHAIBHBIX
JTAHHBIX

Yrpo3sl
BHEJIPEHUSI  TIO
ceTH
BPEIOHOCHBIX
mporpaMm

Huskas

Cpennsis

Cpennsis

AKTyanbpHas

IIpumenenune
cepTUPHUINPOBAH
HBIX CpEeICTB
3aIUTHI
uHopMaIuu  OT
HECaHKIIMOHUPOB
aHHOTO JIOCTyTIA,
UHCTPYKITUS
MOJIb30BATEIS
UH(POPMALIMOHHO
71 CHUCTEMBI
NepCOHAIBHBIX
JTAHHBIX







